Rworks RERERZY) 7

EARFEFIVFTFANYIT—S

MSPAZ 2R 95

TX VT 4%
PR —r—E A,

e

KRSt I)7—ILDJ—2OX(E. Managed Service Provider (MSP) & U T,
2001 FE LD RAFLAEBR - tFa1 VT BB -—EXZTRHLTNET,

Copyright © Rworks, Inc. All Rights Reserved.



YV—)LIC K B85 E, TSP IC KD - Mess1EaEH. Rworks

<TEEAMIRICHESD | >

mu wmgaaﬁ 2. T Z—FPICKBDIITE
it \J jt\\ }IE{/ \o

\C) SECURE ZXID]
SAT LA 2T SOMEEEMEZRT. SZIFEROD. MeSSIEOEZAT

W—)LIC K DHESE 2]

S ZRILDIT - Xy NDO—TDRESEMEZE. [tenable.io™] ZFIBUB#ZMILVZUET, tenable.io™ (. Tenable Network
Security MR T B, H—/)\— - R NDO =TS AT AT DHEIFHEZETY —ILTT . MEFFHEIRIAF v+ — (C(FHFRETELEL
FIAENTULS Nessus ZRVWERRZK =K. ZHERZRIEUBENIE U X OZRHACIEIETEE 9, tenable.io™ HMRHTS
RIDAESEE/INF—>RL. 0S - S RIVITT - RY NDO—J DS HEEZETUET .

+  Linux OS kernel 5214 « R BNDJ—UHER OS J7— LD T T7EM o Webt—/\—fE55 1421
Windows OS kernel ;’z‘ «  DoS HEssiEsZi . CMSYJ hD I 7HEss 21
FreeBSD OS kernel 2 o Ny R7EEZ R==3>(CEDL2ZH)
HP-UX OS kernel .,/) «  DNS g5 142 0T
Solaris OS kernel .,/) «  FTP B —/)\—hES5 1421
AIX OS kernel 5214 o A—)LY—)\ gt

Mess D AT

FRSSIEZHIER EBERS AT LAEBOEREZEHDEI 27D L. EEORSERS AT ANDEEE EMRERRVNZUET.
IESSIEERDBEE. 1—IA\DY—EXRENDHZEEHR. FENHDHEORERREZ. THIIWERZITET,

DITICFIAT D, BEEDS T LIBR (H)

S A5 LB

v ND—OEmk. IP77 KL XIEHR

Iy KT A IVEFYUSTETE

OSDFEFEE/\—=3> (RedHat Linux, Ubuntu Linux, Windows Server7a &)

AAR=ILENTWBR I RILD T 7 EZD/N—=3 > (apache, nginx, IIS, MySQL, PostgreSQL, MSSQL, perl, php 72 &)
B L TLBT—F> (httpd, sshd, ftpd 73:&)

FTa LI NUEBRE/ N —ZyS 3>

SRF(0S) I—HDESFIRR

SATFLADPRBELTNST—ER

« BA hOESR (ECHA b FYA b BIRR—FILTA b T—LHA K~ 12E)
« BA DXL (GEEEMKEE. BROD— MERE. [BIRIRREEE. 12L)

- ERI-Y ALY £EI-Y. PCI—Y. XIMI—Y, &)

EFOESLS
o BMEEM (DOSOHFICTFOER. BEFVIUICTTZIER, 13E)
o JSOYBMEEHS (U—EXHRELT. /\—2a> XBLED IE®E. T4 —Fvr—JA>HIEEDEODTND. RE)

fesstEDRRH
BT - SAERICEDE, SHHRENSBRCND D TSR ADKBEOREERBOELET,

HISAE

b‘ —)(— v ND—tiss
OS kernel, S35 UDT7vIF— K o RYNI—OHBROIT7—LDITT7VvIT—K
0OS kernel/\S X — & TEFEE o [fESSHZEEE Y D ICHDRY ND—IHERRTEREE

SRIVIIFDTYIF—b
fesstt & 9 ST D= FILD T DR TEFRE

XBEHFHEBT T UT—>3> RS CEIDERESNEEOZED) DEEMIGE. JIRENERDET,

KIAEE(E. UE—MBSEMUET, WHRY—/ PRy ND—IHEEADOT 1 VER (BEEERSD) RIRHBUVEIZEET,
%E1E0S(RedHat Enterprise Linux&)DiB&(E. 7V 75— I\)\ub' SHEAFTEIRVA —EDUR— MW EBERICTHEVNEZEWT
WBTENEMGERDET, ABRE(CH U THEETIFIICRT - OREBECHUTHIE - BRETDHE(E. BBEHRICTRAT - IRER
ER/NZE<BEDELFET,



Y—)LICLBWebF T VI —=, 3 > DRess 1L H.

Rworks

<H—EXVU—-XFIOMR, EHRICEBD | >

Web?j 'J b‘ —> 3 2 OS5It BT
aE{RlHUZ:‘FV /% ]:IE'f/\o

SECURE A¥T
Web77 7 U4 —< 3> 22

WEBZZU4o—= 3 > D54 % [tenable.io™ Web Application Scanning! ZFIEB L. BEiEZE
ZITWEY, ZMIEE(E.  [NIST/NVD (CVSS Base Score)| (CHEHLLTLET,

tenable.io™ (. Tenable Network Security MR 9D, WebT7F U4 —= 3 > OIESMESZENY —ILTY .. RFOMBEEIEREEE
[CEME LTz IfER (BN 2 X Ua]fRb L. BRI ZRIRE(CLE T,

\

X5 ZHIEE SRS

WEBH—/\— I\ R7EH HTEBZAHARRT 1 LU NUDFED, v RFOFEZZHILET.

= Vv k4 EFIAHOEERT « LU NUBE
T R HIHDIRG htaccess&t(;&570t7\$ﬂ1ﬁﬂ;’iidﬂ‘1ﬁ0)ﬁ%’(‘% NFEDTIT—/NeLTEEEINTVS
TE#EEDEMEDERE FRENEHN T2 TORWNE SO EZEILET . (FI: HTTP TRACE 72&)

H—N@EREHE DT DY TILTODSLANTILIATEDRECIRD TLIHESHI, /-3
SEBY—)LOBE I 7 AI)LRE, BREIMBCAMINETTRRNTOIS LAY I 71 ILOFEZ
2 LFET. (fl: info.php, CVS/Entries 72 &)

BRULRVWARDI IO T VERE

CMSYJ hDIF Drupal, Joomla!, WordPress (CBELT. &Y I NOIT 4B DMESSHEMaZMLET .,

MO T IH—/)NVY T RNOTT WebDAV *> Cookie DRLY, /(R hS/\—H)LIR EDIBSIHEEEEZITULET,

WEB7Z S UG — PEE. BRY. Ty>3> HTTPREETOFZ T U —2 3> AD(OT A 2L C LS5O0 1 >N TEINERRBUET,
>3> (O >T7HhI> b - JERDT— Rdbrute force 774 W IIEHTVER AL )

Fz. Ly 3> b—U>OREFRAREOMHRZE LET,

OSOX> RA>>2x 033>
d—RaA>2x 023>

A>2x023>

OOXABA MJOIRTA—2TY

DORYA RRIUTF 1 22 (XSS)

IA—INREBABTZANT BT EICED. I-IMERODT OIS L%t —/ TRITAAEIRHEES
HOREEHELUET .

SQL. noSQL. J— R, LDAPICH T D1 >>T o> 3> OBt aERamRELEY.

BRUBVWIITIMOSAT> MOSKESNBEIC. TNEELVWWITR hELTWeb
H—)OEEIRU T UE DIfESS AR =R LE I .

HTMLEZRDevent tag, /(X XPUTRIZF W, HTML tag IREC KD, XSSHENTED L

SIS MHNWebT —/NCHFET DN ESIHEHRBLET .

Y—RO— R, SRFLAREBDTSAR—KIPT7 RLR, Ny ITYTIT7A)LIRENINEH S SR
TEBREICROTVBINESHERRBLET.

F—HTIRR—Dv—

O—AIWEULBIBBDT 7 )21 > I)L— RUTEWFS 2> T2 YN BN ESHEHERLE

°

T7AINDA>T)I—R

BUILR— b (338 SRR

BRSNS Z 4R T oM. WS EGFMICTIRRVNVZUET,
[SECURE-AID Apps R ] £SO L,
[EFa1 VT« ZERRRE] Z2%A - CRE.

2.8. Missing 'Strict-Transport-Security' header
- Web Application Scanning Plugin 1D : 98056

-CVsS:5.8

Synopsis
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Missing "Strict-Transport-Security’ header
Description

The HTTP protocol by itselfis clear text, meaning that any data that is transmitted via HTTP can be captured and the
contents viewed. To keep data private and prevent it from being intercepted, HTTP is often tunnelled through either
Secure Sockets Layer (SSL) or Transport Layer Security (TLS). When either of these encryption standards are used, it

I T N _
is referred to as HTTPS. HTTP Strict Transport Security (HSTS) is an optional response header that can be configured PUIERL/R— bz, TIBEDA—IL7 RLXIC
on the server to instruct the browser to only communicate via HTTPS. This will be enforced by the browser even if the g ENGEIR

user requests a HTTP resource on the same server. Cyber-criminals will often attempt to compromise sensitive
information passed from the client to the server using HTTP. This can be conducted via various Man-in-The-Middle
(MITM) attacks or through network packet captures. Scanner discovered that the affected application is using HTTPS
however does not use the HSTS header.
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Solution

Depending on the framework being used the implementation methods will vary, however it is advised that the
*Strict-Transport-Security” header be configured on the server. One of the options for this header is * max-age”,
whichis a (in the time in which the client's browser will adhere to the
header policy. Depending on the environment and the application this time period could be from as low as minutes

to as long as days.



5w NIJA—LEZH [SECURE-AID]

Web7JUo—>3

~ SN

iz

¥ [SECURE-AID Apps)

Rworks

0S

SRILOT

7

(—ARIC
B - BofhE
ncunad

Nwvor—=
VI KOT
TESD)

7T —

>3>

(BEFM
BFEDOY
JhOT

7)

Linux OS kernel 2

Windows OS kernel 2

i

FreeBSD OS kernel 21

HP-UX OS kernel 2
Solaris OS kernel 2

AIX OS kernel 21

Fy NO— 38 05 7 — AT LM

DoSHes5 142 1A
I\ T R a2k

DNSHess 14521

FTPS—) \—Jfe85 142 1A

A=) —)\—Hfa55 a2l

WebH—/(—
MESS 42

CMSY T kDT )
2l

(WordPress,
Joomla!ia &)

O - NEMEED
B EIR L]

BRURBWARI> Y
HED

TDftWebt—/(V T k
DT B
(WebDAVODRESs I, B2
SABEIRES 1 L2 MU
TR )

OOXRYA hROUTF+
>

SQLr>>x o3>

OOXYA RROUTF+
7

SQLr>>xo>3>

nL.uIEa—DctU ttyv>3>
Web77 U J 4 — NADRIET—FAHICLD

J—RSEfT
OORYA ~MJOITX

KoA—=xU

OORYA hRIUT 5+ 27 (XSS)

T7AIVDA>T)—

oA >>x o3>

g

0O 00O O OOO O Q0O

0]

Web, ftp, A =)L —/\2 &

FryTaMA XD,
ACUA /SR &

Ny I7A—)\—J0—. T
TAIL ISR T — R,
anonymous ftp BEIHEERR
5

HEBRFAE.
KITIRE

UE—HhIVYI R

T oimsa

«CSVT 1 L2 KU
cN\=2a>BES

- .htaccess

- info.php Y. apache &
KUES 1 —/LD status 1§
WR—TRRE

- TOAh

Apache &= R)LJ T 7Di@
EN—=3> TR TLY
D HESS DT

N==3 VIERICED <2

N==3 VIERICED <2

Copyright © Rworks, Inc. All Rights Reserved.

0]

0O 00O O OO O

sZINIEE tEERER

l:fflm'\" LWRS (ERED) SECURE-AID Apps

Webt —) EEEDFHT5R

MFoReaE
N\wOFYIF LT RY
I\ OTFYvIIT7A)IL
ISy hH— RES

- CVS/SVN1—H

s X—=)L7RLX
 ISAR—RKPF7RLXR
cY—XJ—R

7005 L0 R

7005 L0 R

SQL. noSQL. J— K.
LDAP 1> x 0> 3> 82l



